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Basic properties of Boolean functions



Boolean functions

Definition. A Boolean function of n variables is a function from F"z"
into Fo.

Truth table of a Boolean function.

1 Oj1/0/1/0|1]0]1
Tro O|0|1|1,0/0|1]|1
Ts Oojojo0ojO0|1 1 /1|1
f(x1,x2,2¢3) |01 |0|0|0 |1 |11

Value vector of f: word of 2™ bits corresponding to all f(x),x € F3.



Vectorial Boolean functions

Definition. A vectorial Boolean function with n inputs and m outputs
is a function from F% into Fg*:

S Fg’ — ng
(T1y+ve9@n) —— (Y1s+--rYm)
Each function

S; i (T1y...5Tn) — y;

is called a coordinate of S.

Example.
x O 1 2 3 4 5 6 7 8 9 a b c¢c d4d e f
S(x) |[f e b ¢ 6 4 7 8 0 3 9 a 4 2 1 5
Si(x)]1 0 1. 001 1 001 1 0O0O0OT11
S~(z) |1 11 01 01 0O O1 O1 O 1O00O0
Sz3(z) 1 1. 01 1 1 1 0 O O O O 1 0 01
Sa(z)/1 11 1. 01 01 0 0O1 1 O OOPWO




Hamming weight of a Boolean function

Hamming weight of a Boolean function.
The Hamming weight of a Boolean function f, wt(f), is the Hamming
weight of its value vector.

A function of n variables is balanced if and only if wt(f) = 2"~1.

Proposition. A vectorial function S with n inputs and n outputs
IS @ permutation if and only if any nonzero linear combination of its
coordinates

mn
z— P ASi(x), A= (A1,..0,A0) #0
i=1
IS a balanced Boolean function.



Algebraic normal form (ANF)

Monomials in ©y,...,xpn:
n
{z", u e Fy} where z¥ = H w?z.
i=1

Example: w%wgw},’w}l = T1XL3T4 = 21011

Proposition.
Any Boolean function of n variables has a unique polynomial
representation:

f(x1y...,2n) = @ ayxr’, aq. € Fo.
u€Fy
Moreover, the coefficients of the ANF and the values of f satisfy:
ay = P f(z) and f(u) = P aa,
r=u r=u

where x < u if and only if x; < u; for all 1 <12 < n.



Example

T oli1(o|1]|0|1]|0]1
T olofl1]1]0|0|1]1
T3 ololojo|1|1]1]1
f(x1,z2,23) |0 10|00 1|11

apoo = f(000) =0

ai00 = f(100) & f(000) =1

apio = f(010) & f(000) =0

aiio = f(110) & f(010) & f(100) & f(000) =1
apo1 = f(001) & £(000) =0

ajo1 = f(101) & f(001) & f(100) & f(000) = 0
ap11 = f(011) & £(001) & f(010) & f(000) =1
a111 = Dyeps f(#) = wi(f) mod 2 =0

f=z1® 122 B T2T3.




Computing the ANF

n =3
0 1 2 3 4 5 ) 7

f(0) F(1) f(2) f(3) f(4) f(5) f(6) f(7)
f(0) f(0)® f(1) f(2) f(2) ® f(3) f(4) f(4) ® f(5) f(6) f(6) @ f(7)
F) fO)® f(1) rO)@f(2) f(O)df(1) f(4) F(4)® f(5) f(4)® f(6) f(4) @ f(5)
Df(2) ® f(3) Df(6) D f(7)
) fO)®f(1) fO)@f(2) fO)DfA) fO)DFA4) fO)DSf() f(O)Df(2) £(0) @ f(1)
®f(2) ® f(3) fA)®f(B) @f(4)df(6) &f(2) D f(3)
®f(4) ® f(5)
®f(6) D f(7)

first step:

F(2i+1) — £(2i+ 1) @ f(2i)
second step:

fAi+j+2)— f4i+7+2)Df4i+7), VO<j <2
third step:

F(8i+j+4) — FBi+i+4) @ F8i+4), VO<j<4




Computing the ANF

When the value vector is stored as a 32-bit integer x:

~= (x & 0xb55555555) << 1;
~= (x & 0x33333333) << 2;
~= (x & 0xO0f0fO0f0f) << 4;
~= (x & O0x00ffO00ff) << 8;
~= x << 16;

o T - < B



Degree of a Boolean function

Definition.
The degree of a Boolean function is the degree of the largest mono-
mial in its ANF.

Proposition.
The weight of an n-variable function f is odd if and only if deg f = n.

Definition.
The degree of a vectorial function S with n inputs and m outputs is
the maximal degree of its coordinates.
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Example

x O 1 2 3 4 5 6 7 8 9 a b c¢c d4d e f
S(x) |[f e b ¢ 6 4 7 8 0 3 9 a 4 2 1 5
Si(z)]1 01 001 1 0 O 1 1 0O0OUO0OT11
S-(z)]1 11 01 01 O O1 O 1 O0O01O00O
Sz3(z) 1 1. 01 1 1 1 0 O O O O 1 0 0 1
Sa(z)|1 11 1. 01 01 0 O1 1.0 OOUO

l4+ 21+ 23+ 2003 + 24 + Toxg + T34 + T123T4 + Tx2T324
l4+x120 + 123 + 12223 + T4 + T1T4 + T1T2T4 + T1X3T4
l+ 20+ 2120 + o3 + T4 + 2Ty + T1X2x4 + T3T4 + T1X3T4
l4+x34+ 2123+ 24 + 224 + T34 + T12324 + TOXT3T4
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Identifying F' with a finite field
2

5 is identified with the finite field with 2" elements.
Fon = {0} U {a?, 0 < i< 2" — 2}
where o is a root of a primitive polynomial of degree n.

= for any 1, ol = Z )\jaj

Example for n = 4.
primitive polynomial: 1 + = + x*, a a root of this polynomial.

F24 0 1 Qo o2 a3 o o o ol

0 1 o 2 a3 a+1 | a24+alad+a? | B4+ at1

Fg 0000 | 0001 | 0010 | 0100 | 1000 | 0011 | 0110 | 1100 1011

o o o 10 oll ol? ol3 ol?

a?l+1|aP+alald+at+l B+ al+alad+al24+a4+1 | a3+a?24+1a34+1
0101 | 1010 0111 1110 1111 1101 1001




T he univariate representation of Sboxes

Any vectorial function with nn inputs and n outputs can be seen as

S : an — an

Then,
2" 1 .
S(X) — Z CiX?' s C; € an
1=0
Example:

x (0 1 2 3 4 5 6 7 8 9 a b c
S(x) |[f e b ¢ 6 4 7 8 0 3 9 a 4 2 1 5

Remark. The (multivariate) degree of X* is exactly the number of
ones in the binary expansion of =.

13



Linear approximations of a function

and Walsh transform

14



Idea

Algebraic attacks (and variants):
use relations between the input and output bits of the cipher which
hold with probability 1.
but the degree is usually too high!

Linear (or correlation) attacks [Siegenthaler 85][Matsui 93]:
use linear relations between the input and output bits of the cipher
which hold with probability less than 1.

15



Example

Compute
f(wla Ly L3y $4) =121 Bxrs D 52(53)
x O 1 2 3 4 5 6 7 8 9 a b c d e f
Sl(m) 1 01 0 01 1 O 0 1 1 O 0 O 1 1| oxce6s
Sg(x) 1 1 1 01 O 1 O O 1 O 1 O 1 O 0] 0x2ab7
S3(x) 1 1 01 1 1 1 0 O O O O 1 O 0O 1] o0x907b
Sﬁ(w) 1 1 11 01 O 1 O O 1 1 O O 0O O] 0x0Ocat

l1®x1 Prg = 0xffff + Oxaaaa + 0xff00 = Oxaabb
So(x) = 0x2ab7
f(x) = 0x8002

The relation f(x) = 0 holds for 14 of the 16 values of « € F3,

i.e., with probability 15 = 4.
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Computing the probabilities of all linear relations

Bias of a Boolean function
For any Boolean function f of m variables

E(f) = Y (=1 =27 —2wi(f).

wEFQ

Equivalently,

Pr[f(x) = 1] = w;(nf) — % (1 _ 52(7{)) .

— we need to compute the biases of all Boolean functions

x+—b-S(x)Pa-x.

17



Linear approximations of an Sbox

a\b| 1 2 3 4 5 6 7 8 9 a b c d e f
1 4 4 . 4 8 -4 4 8 4 4 . 4
2 4 -4 . -4 4 4 8 4 8 -4 -4
3 8 4 4 -4 4 4 -4 -4 -4 8
4 -4 4 4 -4 -8 4 4 4 4 8
5 -4 4 4 8 4 -4 8 -4 4 -4
6 -4 4 4 8 4 4 -8 4 4 -4
7 8 -8 . 8 8
8 -4 4 -8 4 4 -8 4 -4 4 -4
9 -4 -12 4 -4 4 4 -4 4
a -4 12 -4 4 -4 4 -4 4
b 4 -4 4 -4 8 -8 4 -4 -4 4
c 4 -4 -4 -4 . 8 -8 4 4 -4 -4
d -4 4 4 -4 -4 4 12 -4
e 4 -4 4 4 -8 -4 4 -4 -8 -4
£ -8 4 4 -8 4 -4 4 4 4 4

I;r[a-a:-b-S(a:)zl]zl(l o

For instance, for a = 0x9 and b = 0x2, we have p = %(1 + %) =

7

8 .

18



Walsh transform of a Boolean function

Walsh transform of a Boolean function f of n variables

Fy — Z
a +— E(f+ pq) = Zmng(_l)f(w)-l—a.w

where g : T+——a-x
Walsh transform of a vectorial function S

Frg X Fg — 7
(a,b)  +— E(b- S+ ¢a) = Ygepp(—1)PS@Tew

19



Computing the Walsh transform

f(x) 0 1 0 1 1 1
(-—)f@) 1 -1 1 1 1 -1 -1 -1
step 1 o 2 2 0 2 -2 0
step 2 2 2 -2 2 -2 2 2 2
E(f+pa)|O 4 0 4 4 0 -4 O
first step: S (21) — S(22) + S(2¢ +1)
S(2t+1) <« S(2i) — S(2¢+1)
second step: Sd4t+3) «— SMi1+3)+SAi+7534+2),V0<j<2
St +3+2) «— S4t+3) —S4i+75+2),V0o<j3<2
third step: S8t+3) «— SBt+3)+S®+j53+4),V0<j<4
S8 +j5+4) «— SB®+j5)—SO®+75+4),V0o<j <4

Complexity : n2™ operations.

20



Some basic properties of the Walsh transform

Lemma:
2" ifa=0
0 otherwise

E(pa) = Y ()" = {

wng

Proposition. The Walsh transform is an involution (up to
a multiplicative constant): for any x € FZ,

N E(f+ea)(=1)%* = Y Y (—1)fWtaeutas

acFy u€Fy a€Fy
— Z (_1)f(u) Z (_1)a-(a:—|—u)
u€Fy acFy

— 2”(_1)f(33)

21



Some basic properties of the Walsh transform

Parseval equality.

> EX(f + pa) = 27"

ang

Proof.

S E(frea) = X | X (cof@tar] [ 5 (C1)f@tes

acF? acF5 \zeFyj yekFs
= Y ¥ (—1)f@)+f ) S (—1)@+y)
zeF5 yekFy a€F3
= 2"y (—1)/ @) +f (@)
reF5
= 221,

[Check it on each column of the table on Slide 18]
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Linearity of a Boolean function

Definition. For any Boolean function f of n variables,

L(f) = max |E(f + »a)]

is called the linearity of f (highest bias for an affine approximation).

NE(f) =2 = £(f)

is called the nonlinearity of f (distance of f to the affine functions).

23



Can we say something about L£(f)?

L(f) = max |E(f + pa)]

Theorem. [Rothaus 76] For any Boolean function of n variables,

C(f) > 22,

with equality for even n only. The functions achieving this bound
are called bent functions. They are not balanced.

Proof. From Parseval equality:

221 _ Z 52(f + ¢a) < max 52(f + pa) X 2" = chz(f)
it acFy

with equality if and only if all £2(f + ¢aq) are equal.
Then, £(f) > 22 with equality if and only if

E(f + pa) = £22, Va € FY .
In particular, none of the f + ¢4 is balanced.

24



Can we say something about L£(f)?

What is the lowest possible value for L(f) when n is odd?
When f is balanced?

Functions of degree 2.
Fornodd, n =2t +1

122 O T34 D ... D T2t—1%T2t D T2¢4+1
+1
satisfies L(f) = 272 . Moreover, f is balanced and

n+1
Va € F, E(f + pa) € {0,£2"3 ).

T heorem.

n n—+1
22 < min L(f) <22
f€Bool,,

25



Boolean functions with a low linearity

n_ || mingegool,, £(f)
5 8 [Berlekamp-Welch 72]
7 16 [Mykkelveit 80]
9 24 26, 28, 30 [Kavut-Maitra-Yiicel 06]
11 46-60
13 02-120
15 182-216 [Paterson-Wiedemann 83]
Open problem. Find the lowest possible linearity for a Boolean

function of n variables, where n is odd and n > 9.

26



Balanced Boolean functions with a low linearity

n | mingepa, £(f)
4 8
5 3
6 12
7 16
8 20, 24
9 24, 28, 32
10 36, 40
Open problem. Find the lowest possible linearity for a balanced

Boolean function of n variables, when n > 8.

Proposition. [Katz 71] If f is balanced, all values E(f + pgq) are
n—1
divisible by 2/dee7 171 i e at least by 4 (and by 8 if deg f < n — 1).

27



Linearity of an Sbox

Criterion on the Sbox.
All linear approximations of S should have a small bias, i.e.,

£(8) = EMb-S — L(b-S
(S) ang,nggisg,b ¢0| ( + @a)| max ( )

must be as small as possible.

NL(S) =21 — %ﬁ(S)

is called the nonlinearity of S.

28



Sboxes with a low linearity

What is the lowest possible value for L£(S) when S is a vectorial
function with n inputs and n outputs?

Theorem. [Chabaud-Vaudenay94]| For any function S with n inputs
and n ouputs,

£(S) > 2T,

with equality for odd n only. The functions achieving this bound are
called almost bent functions.

For n even.
There exist Sboxes with

£(S) =2"3

but we do not known if this value is minimal.

29



Resistance to differential attacks

30



Difference table of an Sbox

HIN OO NOOOSOWNOOOTAAN
VOO NOOONONOOJTYAN ¥ O
T O O OO0 OO0 O0Oo wo o
OO OO N NOOONOLOVWNOOCWN
QN O OO O NOONONOTSO
/O O OO OO NOONONNOCWN
DO T ONOONOFTOONOOCON
VIO OO NN OOONNOO O«
MIANN AN OO NONOONNOOT«TO
OCIN O OO O TN ONONO o Oo
LIOT NOOONONOSON OO
YINANO S OO OO NNOOOOoO Y
NI OFT ANANOOOONNO O OoOo
NO N OO T OANITNOOWNO OO
SN AN AN ANOJTFTOONOOON OO
o

1 N MO ¢ IO O 0O O d & O T O H
S

5s(asb) = #{X € FZ, S(X @ a)® S(X) = b}

31



Resistance to differential attacks

Criterion on the Sbox.[Nyberg-Knudsen 92] All entries in the differ-
ence table of S should be small.

6(S) = H%)E;Z%#{X cFy, S(X®a)dS(X)=0>5}

must be as small as possible.

0(S) is called the differential uniformity of S (always even).

Theorem. For any Sbox S with n inputs and n outputs,
0(S5) > 2.

The functions achieving this bound are called almost perfect nonlinear
functions (APN).

32



Finding good Sboxes

33



Affine equivalence between Sboxes

S1 and S5 are affinely equivalent if there exist two affine permutations
A1 and As, such that

So = A 0810 Aq

Then,
d(S2) = 6(S1) and L(S2) = L(S51)

34



Permutations of F3

5(S) > 4 and L(S) > 8

16 classes of optimal Sboxes [Leander-Poschmann 07]
8 of them have all € — b S(x) of degree 3.

o 1 2 3 4 5 6 7 8 9 a b C d e f
Gy o 1 2 13 4 7 15 6 8 11 12 9 3 14 10 5
G o 1 2 13 4 7 15 6 8 11 14 3 5 9 10 12
G, O 1 2 13 4 7 15 6 8 11 14 3 10 12 5 9
Gs O 1 2 13 4 7 15 6 8 12 5 3 10 14 11 )
Gy o 1 2 13 4 7 15 6 8 12 9 11 10 14 5 3
Gy o 1 2 13 4 7 15 6 8 12 11 9 10 14 3 5
Gg O 1 2 13 4 7 15 6 8 12 11 9 10 14 5 3
Gr o 1 2 13 4 7 15 6 8 12 14 11 10 9 3 5
Gg O 1 2 13 4 7 15 6 8 14 9 5 10 11 3 12
Gy O 1 2 13 4 7 15 6 8 14 11 3 5 9 10 12
Gopl|O 1 2 13 4 7 15 6 8 14 11 5 10 9 3 12
Gi; |0 1 2 13 4 7 15 6 8 14 11 10 5 9 12 3
G| O 1 2 13 4 7 15 6 8 14 11 10 9 3 12 5
Gis | O 1 2 13 4 7 15 6 8 14 12 9 5 11 10 3
G410 1 2 13 4 7 1 6 8 14 12 11 3 9 5 10
Gis | O 1 2 13 4 7 15 6 8 14 12 11 9 3 10 5

35



Permutations of F?, n odd

£(8) >2"7 and 6(S) > 2

n+1
e Any AB Sbox (i.e., with £(S) = 272 ) is APN [Chabaud-Vaudenay 94].

e [ he converse holds for some cases only, including quadratic APN
Sboxes [Carlet-Charpin-Zinoviev 98].

e AB Sboxes over F”z”" have degree at most "TH

36



Monomials permutations S(x) = «° over Fan.

Known AB permutations of F', n odd

quadratic 2¢ + 1 with ged(i, n) = 1, [Gold 68],[Nyberg 93]
1<i<(n—1)/2
Kasami | 22 —2' 4+ 1 with ged(é,n) =1 | [Kasami 71]
2<i<(n—1)/2
Welch 2nT_1 + 3 [Dobbertin 98]
[C.-Charpin-Dobbertin 00]
Niho ZnT_l + ZnT_l —1ifn=1mod4 | [Dobbertin 98]
ZnT_l + 2M — 1 if n =3 mod 4 | [Xiang-Hollmann 01]

Non-monomial permutations [Budaghyan-Carlet-Leander08]
For n odd, divisible by 3 and not by 9.

i 5 o(8—7)%+i ) n
S(x) =x* 1 4 up2 32073 ged(z,m) =1 and 5 = iy mod 3

37



Known APN permutations of F!', n even

For n = 6.
0(S)>2and L(S) > 12

S= {0, 54, 48, 13, 15, 18, 53, 35, 25, 63, 45, 52, 3, 20, 41, 33, 59,
36, 2, 34, 10, 8, 57, 37, 60, 19, 42, 14, 50, 26, 538, 24, 39, 27, 21,
17, 16, 29, 1, 62, 47, 40, b1, 56, 7, 43, 44, 38, 31, 11, 4, 28, 61,
46, 5, 49, 9, 6, 23, 32, 30, 12, 55, 22};

satisfies

0(S) =2, degS =4 and L(S) = 16 [Dillon 09]
The corresponding univariate polynomial over F,6 contains 52 nonzero
monomials (out of the 56 possible monomials of degree at most 4).

This is the only known APN permutation with an even number of
variables.
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Good permutations of F2, n even

Usually, we search for permutations S with

n—+2
5(S)=4and L(S) =22 .

Monomials permutations S(x) = x° over Fan.

2¢ + 1, ged(i,n) = 2 n = 2 mod 4 | [Gold 68]

220 _2* 41, ged(i,n) =2 | n=2mod 4 | [Kasami 71]

27 4+ 21 41 n = 4 mod 8 | [Bracken-Leander 10]
21" — 2 Lachaud-Wolfmann 90]

The last one is affinely equivalent to the AES Sbox.
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Some conclusions

e Many other properties of Sboxes can be exploited by an attacker:;
e A strong algebraic structure may introduce weaknesses.
e Don’t forget implementation!!!

Some useful links:

e Boolean functions (and related entries), in Encyclopedia of Cryp-
tography and Security, Springer, 2011.

e Handbook of Finite Fields (G. Mullen and D. Panario, eds.), CRC
Press, 2013.
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