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Distribution Cryptanalysis

>

Baignéres, Junod, and Vaudenay, Asiacrypt 2004 developed
distinguishing techniques based on 2.

Maximov developed computational techniques for computing
distributions over ciphers round by round, see e.g. the paper by
Englund and Maximov at Indocrypt 2005

Hermelin et al. 2008, developed a technique called
Multidimensional Linear Cryptanalysis to compute estimates of
distributions using strong linear approximations.

Collard and Standaert 2009 introduced an heuristic
cryptanalysis technique called Statistical Saturation Attack (SSA)

Leander Eurocrypt 2011 showed that there is a mathematical
link between SSA and Multidimensional LC
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Using Multiple Linear Approximations

>

My first lecture presented classical linear cryptanalysis based on
a single linear approximation u - x + w - Ex(x) and we learnt how
to establish a good estimate of ¢x(u - x + w - Ex(x))? by
collecting as many trails from u to w as we can.

Already Matsui in 1994 studied the possibility of using multiple
linear approximations (more than one u and w) simultaneusly.

Biryukov at al. developed statistical framework under the
assumption that the linear approximations are statistically
independent.

Multidimensional linear cryptanalysis removes the assumption of
independence [Hermelin et al. 2008]. The resulting statistical
model leads to distribution cryptanalysis

We start by introducing criterion of statistical independence of
binary random variables.
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Piling-up Lemma
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Piling-Up Lemma

Definition. Let T be a binary-valued random variable with
p = P[T = 0]. The quantity c = 2p — 1 is called the correlation of T.

Theorem. Suppose we have k binary-valued random variables T;,
and let ¢; be the correlation of T;, j = 1,2,..., k. Then T,
f=1,2,...,k,is a set of independent random variables if and only if
for all subsets J of {1,2, ..., k}, correlation of the binary random

variable
T,=PT
jed
is equal to
IIo
jed

The "only if" part of this theorem is known to cryptographers as
Piling-up lemma.
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Proof of Piling-Up Lemma

Proof. We will give the proof for k = 2 and denote Ty + To by T. The
general case follows by induction. By independency assumption

P[T = 0] = P[Ty = O]P[T2 = 0] + P[Ty = 1]P[To = 1]

=P[Ty =0]P[T. =0]+ (1 — P[Ty =0])(1 — P[T. =0])

= 2P[Ty = O]P[T2 = 0] — P[Ty = 0] — P[T> = 0] + 1
From this we get

2P[T=0] -1

— 4(P[Ty = O]P[T = 0] — 2P[Ty = 0] — 2P[T> = 0] + 1)
— (2P[Ty = 0] — 1)(2P[T2 = 0] — 1) = cico.
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Piling-Up Lemma and Independence

Example [Stinson] Let T4, T2 and T3 be independent random
variables with correlations ¢; = ¢, = ¢3 = 1/2. Denote

, , 1

T2 = T+ T2 with correlation ¢ = ¢i16 = R
, , 1

Tos = To+ T3 with correlation ¢3 = coc3 = R
, 1

Tz = Ti+ Tz with correlation ¢y3 = ¢35 = 1

Then we can prove that T12 and Toz cannot be independent. If they
would be independent, then by the Piling-up lemma the bias of
T13 = T12 + T23 would be equal to } - 1 = & which is not the case.

To prove the converse of the Piling-up lemma, we introduce the
Walsh-Hadamard transform, which allows us to establish a
relationship between correlations and probability distributions of
multidimensinal binary random variables.
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Walsh-Hadamard Transform

Definition Suppose f : {0,1}" — R is any real-valued function of bit
strings of length n. The Walsh-Hadamard transform transforms f to a
function F : {0,1}" — R defined as

Fw)y= > fx)(=1)"* we {01},
xe{0,1}"
where the sum is taken over R.

Similarly as the Walsh transform, the Walsh-Hadamard transform can
also be inverted. It is its own inverse (involution) up to a constant
multiplier:

f(x) "N F(w)(—1)",forall x € {0,1}".
we{0,1}7
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Probability Distribution and Correlation of (T, T>)

Suppose Z = (T4, T») is a pair of binary random variables,
a = (ay, a2) be a pair of bits and c; be the correlation of
a-Z=aT +aTs.

Lemma

Ca= Z P[Z t1 , t2 )31 ti+ast

(t,t2)
Proof. Denote t = (t, ) and a- t = a1ty + aofp. Then

ca=2Pla-Z=0] -1 :P[a-Z—O]—P[a~Z:1]

=) Pz=f- ) P[Z_t]_ZP[Z—t]

t,a-t=0 t,a-t=1
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Probability Distribution and Correlation of (T, T>)

» We saw that c; = F(a) is the Walsh-Hadamard transform of the
real-valued function f(f) = P[Z = {].

» Using the inverse Walsh-Hadamard transform we get the
following

1
PZ=1= 3 3 ca(-1)%"+% = 13" oy~ 1)*"
a

(ar,a2)
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Proof of the Converse of the Piling-Up Lemma, kK =2

Claim. If the correlation of T1 + T is equal to ¢; ¢, then T; and T, are
independent.

Proof. For a = (a, a») € {0,1}2, we use ¢, to denote the correlation
ofa-Z=a;Ti + aTs. Then

1
PTi=t,To=10]= 7 Z Ca(—1)2tit 2t
a

(c.0) + C1.0) (=1 + co.1)(=1)% + c(1.1)(—1)+%)

(1+or(=1)" + ca(=1)% + crca(—1)" (- 1)%)

=z @ (=) +1)(e(-1)" +1)
— P[Ty = ,]P[T2 = ]
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Multidimensional Linear Cryptanalysis
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Correlation and Distribution of Values of Functions
f: F7 — F7 vectorial Boolean function. For 1 € F7' we denote

py =27 "#{x e F3|f(x) =n},

and call the sequence p,, n € F7, the distribution of f.

Theorem The correlations of masked vectorial Boolean function can
be computed as Walsh-Hadamard transform of the distribution of the
function:

cx(a-f(x))=27") (-1)*"W="73" py(~

x€lF] nery

And conversely,

=23 (1)*7c(a- f(x)

acky

foralln € F7'.
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Multidimensional Linear Cryptanalysis
Definition Let U and W be linear subspaces in FJ. Then the set of
linear approximations

u-x+w-Exx), uel, we W,
is called multidimensional linear approximation of Ej.

In practice, the input space is split into two parts F = F§ x F, and the
output space is split into two parts F} = IFg x F;, and WLOG we
assume that

U =T} x {0} and W =FJ x {0}.

Assume that we have the correlations of the linear approximations
cluw)=cx(u-x+w-E(x)), ue U, we W.
Then we can compute the distribution of values (xs, y4), where

X = (Xs,Xt) € F§ x F5, and Ex(X) =y = (Vq, ¥r) € Fg x F5.
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Computing the Distribution
Theorem Using the notation introduced above

Plegng =27 CTD N (1) g(u, w),
uvelU,weW

for all (&s,7q) € F§ x FJ.

Proof.
‘5577747) Zp 6 n)
Etmr
_22 2nZ a§+bnc(a b)
Etnr a, b
N Z o-2n Z as Estar-&i+bg-ng+br-mr o c(a, b)
&emr a,b
_ 2_(s+q) Z (_1 )as'§s+bq-77qc((as, O)’ (bq, 0))7
as,bq

from where we see the result.

Distribution Cryptanalysis
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Multidimensional Linear Cryptanalysis in Practice

» Find U and W such that there exists several linear
approximations u - x + w - Ex(x), u € U, w € W, with large
correlations c¢(u, w). Linear approximations with significant
smaller correlations cn be omitted.

» Compute probabilities p(&s, n4) from the correlations as shown
above.

» The strength of the multidimensional linear approximations
depends on the nonuniformity of the distribution p¢, ,,,),
(fsﬂ?q) € ]Fg X Fg

» Nonuniformity of p, ,,.) is measured in terms of capacity:

¢ = Z(P(ss,w—?*(“q))z

5577747
= > c(u, w)?
(u,w)eUx W\{(0,0)}
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Mathematical Link between SSA and Multidimensional LC
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SSA Trail
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Multidimensional Linear Trail

The same multitrail was used be Joo Cho in his multidimensional
linear attack on PRESENT in CT-RSA 2010. This is not an accidental
coincidence.

To see this, let us recall the following correlations
f:F5 x Fy — F)

C(U-X+V-z+w-f(x,2)) =27"(=1)"7 Y (—1)uxwi),
x€F3

for any (fixed) z € F}, and

Coz(U- XtV z+w-f(x,2))=27" Y (—1)uxtvztwixs)
x€F§, zeF},
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The Fundamental Theorem

Theorem
27N eu-x+w f(x,2)? = Y cu(u-x+voz+wf(x,2))
Z€F} veF,

This result, in different contexts and notation, has previously
appeared (at least) in:

A. Canteaut, C. Carlet, P. Charpin, C. Fontaine. On cryptographic properties of the
cosets of r(1, m). IEEE Trans. IT 47(4), 14941513 (2001)

N. Linial, Y. Mansour and N. Nisan. Constant depth circuits, Fourier transform, and
learnability. Journal of the ACM 40 (3), 607-620 (1993).

K. Nyberg: Linear Approximations of Block Ciphers (1994) (see also the Linear Hull
theorem in my first lecture)
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Statistical Saturation Link
[Leander 2011]

Ex : F§ x F, — FJ x F}
Straightforward application of the Fundamental Theorem gives

27°% Y W E(xx)P =) D elu-x+w-Ek(x))

Xs€FS we W\ {0} uel wew\{0}

The expression on the right hand side is the capacity of the
multidimensional linear approximation

u-x+w-Ecx),ue U=F; x {0}, we W=TF] x {0}.

The expression on the left hand side is the averge capacity of the
distribution of the values

Yq, where y = (yq, yr) = Ek(x)

taken over all fixations xs € F3.
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Attacks are Different in Practice

The mathematical link offers different ways for performing the attacks.
Running the known plaintext multidimensional linear attack takes 259
memory.

Sampling for evaluation of the expression on the left can be done with
29 memory using chosen plaintext.

Question: How much the behaviour for a fixed x; differs from the
average behaviour?
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Distinguishing Distributions
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The Best Distinguisher

>

Given two probability distributions p = (p;) and p’ = (p,) the
question is to decide whether a given sample distribution
g(N) = (g-(N)) obtained from a sample of size N, is drawn from

porp.
The optimal distinguisher is based on the LLR

LLR(a(N) = > @ N)Iog—
zeSupp(q)

The distinguisher decides for p if LLR(q) is above a threshold,
otherwise it decides for p’.

The threshold determines the error probability as a function of
the size N of the sample.

The error probability depends of the Chernoff information
C(p,p’) between p and p/
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Close to Uniform Distribution

> Let p’ be the uniform distribution and p a close-to-uniform
probability distribution over a set of cardinality M

» For close-to-uniform distributions, the Chernoff information
between p and p’ can be approximated using the squared
Euclidean distance between the distributions or the sum of
squared correlations over nontrivial linear approximations as:

M /\2 __ 1 2
mzz:(l?z —P7)° = 8In2 I/%;)|Cz(W'Z)|

» We call the quantity
MY (pz—pp)? = le:(w-2)]?
V4

w#£0

the capacity of p and denote it by C(p).

Aalto University Distribution Cryptanalysis
School of Science Icebreak 2013
27/48



Data Requirement for Optimal Distinguisher

» Baignéres and Vaudenay (ICITS 2008) showed that, for close to
uniform distributions, the data requirement for the LLR
distinguisher can be given as:

A
Nur~ =<,
C(p)
where the constant A depends only on the success probability.

» In practice, accurate estimates of the alternative p required for
LLR computation is hard to obtain. But an estimate of its
capacity may be available.

» Junod 2003: y? test is asymptotically optimal distinguisher for
distributions of binary variables.
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Outline

» Problem: Determine data complexity of the x? distinguisher that
is reasonably accurate also for probability distributions with large
support of size M.

» Solution: use x? cryptanalysis by Vaudenay (ACM CCS 1995). It
is based on using

» We derive a bound for data complexity and demonstrate its
accuracy by using distributions of support size 108.

» We can also predict the data complexity of the SSA.
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Distinguishing Test

» Distinguishing probability distributions over a large set of values
of size M

» Uniform distribution
» Non-uniform distribution p with known capacity

M
C(p) = MY (p(n) — 1)
n=1

» Problem. Determine the data complexity estimates of the y?
distinguisher.

» Solution. Use statistic

where g is the distribution obtained from the data.
» Need to determine the probability distribution of T in both cases.
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Uniform Binomial Distribution

N number of data (sample size)
M cells with equal probabilities 1
X(n) number of data in cell
X(n) ~ B()

For large N:

<=z
<z

X(m) ~ N(

A
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Nonuniform Binomial Distribution

N number of data (sample size)
M cells with different probabilities p(n), n =1,2,...,M

Y (n) number of data in cell n

Y(n) ~ B(p(n))
For N large:

Y(n) ~ N(Np(n),Np(n))~ N(Np(n), N/M)
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Central and Noncentral \? Distributions
Let X; = N'(ui,02), i =1,2,...,n. Then

n
X — ;)2
To = Z( IUZNI)
i=1 i

has central x2_,-distribution with n — 1 degrees of freedom, and
n
X2
n=y F
= i

has noncentral x2_,(4)-distribution with n — 1 degrees of freedom
and noncentrality parameter

n 'uz
_ i
5=> =
i=1 !
The expected values and variances are

pr,=n—1, 0% =2(n—-1)
pr, =n—1+6, 0% =2(n—1+26).
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Probability Distributions of T

» If g is drawn from uniform distribution, then

ot — EMJ (Ng(n) - N/M?2

N/M ~ XM-1-
n=1

» If g is drawn from nonuniform distribution p, then

2
T=T= Z(Nq N/A/”V/M) ~ Xi—1(9),

where

M 2
D ]

n=1

» Denote C(p) = C.

Aalto University Distribution c ryptanalysis
School of Science cebreak 2013
34/48



Normal Approximations of Distributions of T

» If g is drawn from uniform distribution, then

T =Ty~ N(M,2M).
» If g is drawn from nonuniform distribution with capacity C, then

T =T, ~N(M+ NC,2(M + 2NC)).

» We will see later that the relevant area of N will be around

VM/C. Assuming

M
N _
<3¢

we obtain that the variance of Ty is upperbounded by 4M.
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The 2 Test

Ho: g is drawn from the uniform distribution
Hi: g is drawn from unknown nonuniform distribution with capacity C

H, is accepted if and only if
T>M+71, where 0 <7< NC.
Threshold 7 is set such that the probabilities

a = Pr[To>M+r7]
B = Pr[Tiy <M+r7]

of Type 1 and 2 errors are equal. Then we obtain

NC . ( NC
re g a0 (2+\f2)\/M>
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Data Complexity

For success probability Ps =1 — “T”’ =1— a we get

NC =11 o
7(2+\/§)\F2 ¢ (1 - Ps) =o' (Ps),

that is,
vM
o
For typical Ps, the multiplier of v/M/C is around 8. Then we must

check that
gvM _ M
C 2C

N> (2+V2)o~" (Ps)

which holds for M > 28.
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Experiment on a Large Distribution

1.0016

1.0014

1.0012

1.001

1.0008

1.0006

1.0004

Statistic T/M

1.0002 - 4

0.9998

0.9996

" 108 5108 10°
Number of data pairs N
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Experiment on a Large Distribution

» M=108

» C=10"*

» x-axis =N

> y-axis:
T 1, for random,
M { 1+ EN, for cipher.

» So the slope of the upper bunch of lines should be equal to
C/M = 10~'2, From the data the slope is ~ 10~ 2.

» Distinguisher seems to work for N > 5-10% = 5\/M/C
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SSA

na
2
=

Maoro b oma o
= T Y ¥ ’
H &5 = &
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o
S

o
®
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[Collard and Standaert CT-RSA 2009]
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SSA

> y-axis:

T
y =log, UN = log, T —log, M —log, N

v

x-axis: x = log, N; thus

y =log, T — logoM — x

v

For random curves T ~ M, and we get the line y = —x.
For cipher curves T ~ M + CN and

v

1 C C
y:logz(NJrﬂ) — Iogzﬂ as N — oo.

v

Given that M = 28 we can read average capacities of the
distributions for small number of rounds from the picture.
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Key Ranking in Distribution-based Algorithm 2

Definition[Selcuk, JoC 2009] A key recovery attack for an n-bit key
achieves an advantage of a bits over exhaustive search, if the correct
key is ranked among the top r = 272 out of all 2" key candidates.

Assumption (Wrong-key Hypothesis) There are two different
probability distributions p and p’ such that for the right key «q, the data
is drawn from p and for a wrong key « # ko the data is drawn from p'.

For simplicity, we restrict to the case where p’ is the uniform
distribution over M values.

p is a non-uniform distribution. Statistical analysis exploits known
non-uniformity of p.
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Ranking Statistics T

> Rearrange the keys x according to their values T(x) in
decreasing order of magnitude.

» Index the ordered T values as
To>Ti > > Tony4
where T; is called the ith order statistic.
» For fixed advantage a the right key « should be among the
r = 2"2 highest ranking keys.
Theorem[Selcuk, JoC 2009] The statistic T, for the wrong key in the
r'" position is distributed as
T ~ N(ua, 02), where
o—(n+a)/2
fw(pa)
Here fiy and Fy are the density function and the cumulative density
function of the statistic T(x) for a wrong key .

pa=Fp'(1—27%) and o, ~
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Success Probability

Assume that
T(r0) ~ N (1, o).

Then

Ps=Pr(T(ko)— T, >0)=¢ | LA _Ha |
V& + 02

since T(ko) — Tr ~ N(ug — pa, 0% + 02).

School of Science Icebreak 2013
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\? Statistics

» Assume that a good estimate of the capacity C(p) of pis
available.

» Compute statistic
M 1 )
T=NMY_(q(n) -~ 37)°
n=1

where q is the distribution obtained from the data.

» For the correct key
T =Ty ~ xf_1(NC(p)) = N(M+ NC,2(M + 2NC)).
» For the wrong key

Aalto University Distribution Cryptanalysis
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Estimates

pur = M+ NC(p)
0% = 2(M+2NC(p))

ll;a - bV 2M + M
) 2M
2[‘l+a¢)(t))27
where b = ¢~ 1(1 —2723),
» Estimate 02 < M.

» Restrict to the case NC(p) < M/4. This is not essential
restriction, since finally NC(p) will be close to a small constant
multiple of v/M.

» Obtain y/02 + 0% < 2VM.
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Data Complexity

By solving data complexity from the formula for success
probability, we obtain an upperbound

N (b + V20 (Ps)) e
< C(p)
Compare with the FSE 2009 formula:

_ 2VMb +4(¢7"(2Ps — 1))°

N
X C(p) ’
where it is assumed that b, that is, advantage a is large, and that Pg

is large.
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Summary

» For close-to-uniform distribution p (with support of any size), an
upperbound to the data requirement of the LLR distinguisher can

be given as:
A
NUuR = =—
LLR Clp)’

where the constant A depends only on the success probability.

» For close-to-uniform distribution p with support of cardinality M,
the data requirement of the x? distinguisher can be given as:

VM
o Cp)’
where
N o= V2071 -278) 1267 "(Ps) (key recovery)

N = (V2+2)o~'(Ps) (distinguisher)
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